ECP #2.4 EXPORT LICENSE PROCEDURES FOR TANGIBLE
EXPORTS AND COLLABORATING WITH NON-U.S. PERSONS

Released 4-27-2020

I. Purpose

To ensure that all exports are analyzed for license requirements, and if required, export licenses are
obtained from the appropriate government agencies. The purpose of this procedure is to standardize
and facilitate the prior review and approval of SI’s exports that may be subject to the International
Traffic in Arms (ITAR) - or Export Administration Regulations- (EAR) - restricted goods and technology.

If items or data are hand carried or checked onboard an aircraft, please also review Policy and
Procedure for Traveling with Equipment and Research-related Materials.

II. Procedure

1. The ECO informs Pls and PMs about the need to obtain an export license through on-going export
compliance review of grants and contracts and advisories sent to advisors semi-annually. (See
Attachment 1). The ECO works with Pls and their PM to complete the ITAR/Export Determination
Checklist (Attachment 2) with the facts of the transaction or collaboration with a foreign person.
(Foreign National Export license form Attachment 3 form ECP 5).

2. Through communication with the Pl and PM, the ECO or ECO-backup determines the

° program and purpose of the export

° items or technical data to be exported

. parties and countries involved

. value and origin of the equipment, if applicable

° length of time the equipment is staying and if it is coming back, if applicable.

° For deemed exports (providing export controlled data to a non-U.S. person in U.S.) obtain

information about the length of time the foreign person will be working on the program. The
validity of a license will correspond to the expiration of their visa.

3. The ECO works with the PI/PM to determine the export classification. The PI consults with the
sponsor to inquire if the program is ITAR or EAR controlled.

4. For an equipment export, the Pl or requestor provides the details of the transaction on the Export
Checklist. Details may be added over time, not all the information is necessarily available at the
start of the process. See forms ITAR/Export Determination ECO-1 and Export Checklist. ECO-2.

5. If there is no determination from the sponsor, the Pl and ECO review the Statement of Work,
equipment, location, etc. and ITAR US Munitions List and EAR Commerce Control List to determine
the type of export and the category and/or Export Control Classification Number. The ECO
communicates with the Pl or PM to identify if the item to be exported meets the parameters of
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listed items and if a license is required. The ECO then reviews any license exceptions or exemptions

that might apply. The ECO completes the ITAR/EAR license determination. (If the contemplated
export is a deemed export, there is an exemption 125.4 b. 11 we can take advantage of is the on
U.S. person is a full time employee.)

If no exception/exemption applies, the ECO completes the appropriate export license application
form, (ITAR DSP-5 of Technical Assistance Agreement or EAR BIS form 748P, or OFAC on-line form ),
for temporary or permanent export. For this, the ECO requires the PI to provide the quantity,
description, brochure or technical specifications and value of the shipment.

The ECO determines what supporting documents need to be attached to the license application to
comply with the government’s review of the transaction, such as

. end-user statement
° for foreign national license: visa, passport, resume, cover letter describing job description,

technical data to be provided, the output of their work, statement of work. A foreign national
license form ECP-5 captures the information — see sample

. statement of work
° contract or purchase order
° sample technical data or drawings.

Prior to submission, the draft of the license is sent to the Pl and PM for review, comments and their
approval. Once approved, the license forms, pdf versions and unsigned forms are placed in the
shared drive V:7 Export Controlled Awards/export licenses/SAO/name of project.

If the license is a Technical Assistance Agreement (TAA) with hardware associated with it, the Pl or
PM must provide a description and dollar value of the exported technical data and hardware,
whether it is permanent or temporary (coming back). The ECO provides the prepared license or TAA
draft and transmittal letter to all proposed signatories prior to submission to DDTC for their consent
or proposed revisions.

For ITAR licenses, the ECO, who is the Empowered Official, “validates” the license form, and then
signs the license digitally before uploading. If it is a major project, the license summary form is
completed by the ECO to the Senior Empowered Official. For EAR licenses, the ECO completed the
form, “checks for errors”, prints a copy, sends it to the Pl for final approval and submits.

During the review period the Licensing Officer may have questions or informs the ECO that the
license has provisos from the Dept. of Defense. The ECO reviews the provisos and communicates
them to the Pl and PM prior to acceptance and license issuance. If a foreign national license for a
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SI/SAO-affiliated person, the ECO provides the non U.S. person a Non-Disclosure agreement to sign.

— see Attachment

12. If the technical data is EAR-controlled and qualifies for a license exception or exemption, the foreign
person will be asked to sign a letter that they understand the technology is export controlled.

13. The ECO ensures that the PM and PI receive a written copy of provisos and are informed how to
show evidence of complying with them.

14. For an equipment export, the Pl or requestor provides the details of the transaction on the Export
Checklist. Details may be added over time, not all the information is necessarily available at the
start of the process. See forms ITAR/Export Determination ECO-1 and Export Checklist. ECO-2.

15. The ECO ensures that the PM and Pl receive a written copy of provisos and are informed how to
show evidence of complying with them.

III. References

e SD 611 Export Compliance and Trade Sanctions Related to Research, Export and Museum Activities

e Contact: Natascha Finnerty, Export Compliance Officer about questions related to this procedure at
export@si.edu and telephone is (617) 496-7557.

e Definitions

Applicant — company or organization that is registered with the Directorate of Defense Trade Controls
(DDTC) or Bureau of Industry and Security (BIS) to file license applications through the internet using
their secure license portals.

Bureau of Industry and Security (BIS) — Agency in the Department of Commerce that processes dual use
and commercial license applications for export.

Category — the section of the US Munitions List where the item to be exported is classified. Category XV is
Space-related items, Category Xll is infrared and optics. The Commerce Control List has Categories 0 — 9.

Commerce Control List (CCL) — A list of items under the export control jurisdiction of the

Bureau of Industry and Security, U.S. Department of Commerce. Note that certain additional items described
in part 732 of the EAR are also subject to the EAR. The CCL is found in Supplement No. 1 to part 774 of the
EAR. http://www.bis.doc.gov/policiesandregulations/ear/index.htm

DECCS - portal used by the DDTC to file export license applications.

End-user information — both DDTC and BIS require detailed end-user information about where the item or
technology will be used and by whom and for what purpose.
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Export Administration Regulations (EAR) — regulations set forth in 15 CFR Parts 730 — 774 over the export of
commercial, dual-use, strategic and other items subject to foreign policy controls.

Export Control Classification Number (ECCN) — 5-digit alphanumeric number assigned to dual-use or
commercial items, production and test equipment, materials, software and technology that are controlled for
export by an export regime or US government.

Electronic Export Information — filing made electronically to the Bureau of Census through their Automated
Export System to report exports under an export license or license exception/exemption or valued over
$2500.

Foreign Consignee — non U.S. party with whom SAQ has direct relationship and/or contractual agreement.

International Traffic in Arms Regulations (ITAR) — 22 CFR Parts 120 — 130, regulations issued by the Political
and Military Affairs office of the US Department of State governing the registration, authorization of transfer
and enforcement of these regulations related to items, services and technical data designated as defense
articles.

Registration Number — the number assigned to Sl in their registration letter from the Directorate of Defense
Trade Controls (DDTC), US Department of State. It is a government agency so it starts with a G and needs to
be listed on the license.

Schedule B Number — US-only number (10 digits XXXX.XX.XXXX format) that identifies the item for the
purposes of calculating our balance of trade. Only used for exports.

Significant Military Equipment (SME) — certain defense articles preceded by an asterisk in the US Munitions
List. Technical data directly related to the manufacture or production of any defense articles enumerated in
any category that are designated as SME shall itself be designated SME.

SNAP-R — portal used by the BIS to file export license applications.

Technical Assistance Agreement (TAA) — export license issued by the US State Department to authorize
discussions and technology transfers of item on the US Munitions List that are on-going to approved partners.
US Munitions List (US ML) — Part 121 of the ITAR that consist of items, services and related technical data that
are designated defense articles and defense services pursuant to 38 and 47(7) of the Arms Export Control Act
(22 U.S.C 2778 and 2794(7)).

SAQ’s Company ID number with the Dept. of Commerce is S384411.
The registration number with DDTC is G-7000.

NOTE 1: Guidelines for applying for licenses are on DDTC website and are detailed in Part 123 and 124 of the
ITAR: http://www.pmddtc.state.gov/licensing/index.html. DDTC licenses must be signed by an empowered
official with a digital certificate and submitted by an approved submitter on the D-Trade license portal.
http://www.pmddtc.state.gov/regulations laws/itar_official.html

ECO- 2.4 4/27/2020 page 4 revB



http://www.pmddtc.state.gov/regulations_laws/itar_official.html

ECP #2.4 EXPORT LICENSE PROCEDURES FOR TANGIBLE
EXPORTS AND COLLABORATING WITH NON-U.S. PERSONS

Released 4-27-2020

NOTE 2: EAR license preparation procedures are described in Part 748 of the EAR and the license is submitted
through the Bureau of Industry and Security license portal called SNAP-R.
http://www.bis.doc.gov/snap/index.htm A user manual for SNAPR is posted on the SNAPR site. Submitters
must have an approved SNAPR-R ID but no digital signature is required

e Responsibilities

Export Compliance Officer (ECO) makes a license determination, interviews the PI, applies for the license and
manages the release/export of data or items.

Principal Investigators (Pl) provide the Statement of Work, assistance the classification of the program, and
the details of the data/items that non US persons will receive and what they will be using it for

Program Managers (PM) facilitate the process where necessary

e Records

The following are considered export compliance records to maintain for five years:

Emails or other communications about the proposed export

License applications sent to the appropriate government agencies with supporting documents

Approved licenses with provisos
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ATTACHMENT 1: LETTER TO ADVISORS

[Date]
LETTER TO ADVISORS AND POTENTIAL ADVISORS
TO PRE DOCS AND POST DOCS

As a research organization, Smithsonian Astrophysical Observatory (SAO) is required by
federal law to safeguard and/or obtain approval for the transfer of hardware, software and
technical data to non-US persons for research projects that are outside of the “fundamental
research” or “public domain” parameters. | am the Export Compliance Officer, and | am working
with a team to identify projects that subject SAO to export controls per the regulations below.
Once identified as export controlled, we need to know if the project has foreign-national or
export restrictions.

As you are an advisor of a non-US person who is not a full-time employee, we need you to
ensure that he/she is not working on any program that is export controlled without prior
authorization via an export license. Students, fellows and interns who only work with
observation data are exempt from export controls as their work is “fundamental research.”

The types of programs that are controlled at SAO are those dealing with technical data and
hardware related to certain space or ground-based instrumentation mounted on or used
in spacecraft, satellites, and data or software related to their propulsion and control
systems. Additionally, research related to focal plane arrays, infrared detectors,
deformable mirrors, space-qualified adaptive optics, radiation hardened electronics,
digital signal processors, and atomic clocks, etc. is controlled.

If you believe your student/fellow/intern has access to or will need access to the above
instruments or technology in the future, please contact me as soon as possible. Persons from
certain countries are not eligible to have access to certain technology, and SAO would be held
liable for a violation.

Technology-based export controls start with a determination of whether the item or technology
is listed on one of the two export control lists. The two lists are part of the export regulations
listed below:

e International Traffic In Arms Regulations (ITAR) (22 CFR Parts 120 — 130) (link to
BITAR) are administered by the US Dept. of State, Directorate of Defense Trade
Controls (DDTC). These regulations control items and related data deemed to provide a
military advantage. They are enumerated on the US Munitions List, which includes
spacecraft and infrared technologies; research satellites, space vehicles, space qualified
optics, thruster technology, ground stations, encryption for military use and guidance
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systems, among other specially designated defense items. We must interface with
DDTC when obtaining approval for technology transfers to non-US persons.

e Export Administration Regulations (EAR) (15 CFR Parts 730 — 774) regulate all other
commercial items that are exported, including some items that may require a license
from the US Department of Commerce, Bureau of Industry and Security (BIS). Items
that may need a license are listed on the Commerce Control List (Part 774 of the EAR)
and include such items as lower-level IR cameras, X-ray optics, radiation-hardened
electronic components, some cryro-cooled optics and lasers, super computers, coatings,
propulsion, encryption and all technology related to these items. These items are subject
to safeguard requirements, such as restricted access to files and information by non-US
persons (those who are here on a student or work visa), when they are in our
possession, in either hard copy or electronic form, and restrictions from lab areas where
research is being performed.

We would like to arrange a meeting to further explain the export regulations process and
discuss your project. During the meeting or at a follow-up meeting, we can evaluate your
research and lab equipment against the US Munitions List and the Commerce Control List. If
your research has any of these technologies, then we will need to inquire about how you
safeguard the items, instrumentation, and files and identify the persons working with you. We
also need to determine if there are any limitations to the detail of what can be broadly discussed
and published.

To prepare for this meeting, we are attaching a compilation of entries on the Commerce Control
List and US Munitions List for you to review in advance that may pertain to your research. After
the meeting, we may determine other areas of the lists that need to be researched.

If you have any questions, contact our Export Compliance Officer, Natascha Finnerty at
export@cfa.harvard.edu or her phone at 617-496-7557.
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DETERMINATION OF EXPORT CONTROL APPLICABILITY

NAME OF DESCRIPTION CONTRACT NUMBER
CONTRACT/PROPOSAL DESIGNATED CODE
PROJECT Pl PM
MANAGER/PRINCIPAL
INVESTIGATOR
WITH EMAIL AND PHONE
Technical Data (TD) Assessment RESPOND TO QUESTIONS YORN
BELOW

1 Does the contract restrict publication or presentation of
results?

2 Will information disclosure require NDA?

3 Is there controlled encryption software and hardware bundled
with encryption? (over 64 bits not for password protection or
authentication)

4 Are there export license clauses or information security
provisions?

5 Are foreign sponsors/collaborators involved?

6 Is it for NASA and they have foreign national restrictions?

7 Does the project include controlled equipment under the
ITAR or EAR, like IR cameras, telemetry technology, rad
hardened components, IR detectors, rockets, vacuum
chambers, optical bench, lasers, solar cells, UAVs or missile
technology?

8 Does research involve foreign travel?

(Ensure it is not to an embargoed country? China, Cuba,
Iran, North Korea, Sudan, Syria?)

ECO | IfITAR, and a deemed export, does higher learning
exemption apply to the partner with the foreign national?

ECO | Does multi country ITAR NASA exemption apply?

Assessment of Fundamental
Research
Signature

YES, Qualifies as Fundamental
Research

NO, It does not qualify —
ITAR or EAR (circle)

If controlled, provide the
following:

SAO personnel who will have
access to export controlled
information

DATE OF TRAINING
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Name 1.
2.
3.
4,
Other US persons who will have
access — name, title, institute
1.
2.
3.
4.
Foreign parties with approved SIGNED NDA’S AND TRAINING
access
Name (in US) or organization 1.
(notin US)
2.
3.
4.
Sub licensees 1.
organization (not in US)
2.
3.
4.
5

SCREENING OF ALL PARTIES
AGAINST DPL AND SDN

DPL report on file?

HARDWARE EXPORTS AND
DESCRIPTION (Temporary or
permanent, controlled under
ITAR or EAR.) If yes, complete
hardware questionnaire
Proposed date

TECHNOLOGY AND HW
RELEASE ROAD MAP

MARKING OF DOCUMENTS
AND RECORDS OF MEETINGS
AND TELECONS

IT security plan

Marking convention

Responsible for records of
meetings and telecons
(participants)

Sign off:
ECO
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DATE:

COMPLETED BY:
HARDAWARE EXPORTS AND RESPOMNSE COMMENTS

DESCRIPTION

1. Name of Program

2. PPM
P1/PiA email and phone

3. Date of Planned Export

4. Date it needs to be there

5. Type of equipment

6. Location of equipment now

7. Permanent or TEmporary
export

& Iftemporary, when is it coming
back?

9. Has property transfer form
been completed?

10. Controlled under ITAR or EAR?

11. What is ECCN/ITAR Category?

12, Does it need a license? (ECO)

13. If yes, has license been
obtained? [ECO)

14. check Denied Persons List and
country (ECO)

15. Harardous Material /FCC
concems?
Is there an M5DS for the
equipment? Is anything
hazardous — cormosive,
radioactive, etc. If yes, try not
to ship; procure it locally at
your destination. See DOT list
for hazardous items.

*1 MSDS — Material Safety Data

Sheat

*2 DOT — Dept. of Transportation

list of Hazardous Materials and

Transportation Guide

June 2013 Page 1 of 2 5A0 Form ECO-1
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SAO FOREIGN NATIONAL INFORMATION FORM FOR EXPORT LICENSE

If your research is export controlled and you wish to work with a non-U.S. Person who is not a full time
employee, then this is a “deemed export.” If your program is export-controlled or if your equipment that
they will be using is export controlled, then we will need to obtain an export license. Please assist by

providing the information below.

SUBMITTED BY:

PROGRAM:

CONTRACT NO/DESIGNATED CODE

SPONSOR AND PRIME:

TECHNICAL CONTACT NAME:

CONTACT INFO:

Information needed for
license

Name

Gonzalo xxx

Address in US

14 Main Street,

Somerville, MA 02143

Address in home country

Calle Quixote 4-24
46014 Madrid

Spain
Nationality Spaniard
Passport — Date Checked that | 9-11-2020
it is valid
VISA — Date Checked that it 10-31-2014
is valid
Resume — Attached
Cover Letter Pl name

Explain your program, what the person will be working on, what

technology they need to have access to in order to perform their job, in
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what form the technology will be — attach

Sample Data Input

Scientific paper about a different satellite

Ozone monitoring instrument

Sample Data Output

Job Description

To be provided by PI

Org Chart where FN is
located in Unit

Optical and Infrared Astronomy (OIR)

Technology Control Plan ECO
Completed, reviewed DSP5 ECO

or form BIS 748P

Proper Statement in item 20 — | ECO

of DSP-5 “For Employment in

the United States of a foreign

national who will ...”

Information about ties to US — | No family in US

relatives, any real estate
owned

ECP-5
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ATTACHMENT 4 DSP-73- SAMPLE STATE DEPT LICENSE FOR HARDWARE

DEP-T3, Page | of 12

SEAL

Signaturs

Lissnse ia bereby granted b fe applicest for the

v 1o depart from
the United Ststes for temporery export and retern do the United States. This licesae
muy be revaked, suspended or amended by the Beoretary of Suie withost prior netice

whenever the Secortury deema such sction adviseble.

UNITED STATES OF AMERICA DEFARTMENT OF STATE

APFLICATION/LICENSE FOR TEMPORARY EXPORT OF
UNCLASSIFIED DEFENSE ARTICLES

. B y -
*1. Dmie Prepared| +1. DDTIC istration Code 3. Select Ome: 'q_sr.ﬁgm
[oermro] = g g s e o [
E-T000 Sunnl.uflh)-lnrm and retarns
5. Applicant *6. Probable Portof  |L2E if shipped
*Apglicmt i ] G | O Eit from U.5. Dallas or Miami if hand carried
LEY if shipped
[ S “7. Prabable Port of
Eniry into U.5. Dallas or Miami if hand carried
*Mame |Imithsonian Institubion

*8. Probable Date of First Exit from U.5. [0B/01/2003 | muidaimny

*3. Probable Date of Final Exery imee U5, [0E/01/2017 | moviddmy

*Anention| Hatascha Finnerty

+Addmess |60 Garden Jtreet M5 23

18a. Applicant Comtwct fer Additional Infermaton

*Name |T_'i.nn:|1:}|}(1 Hortom (bechnical questions)

*Ciy  [Cambridge

*Talsphons £ |E\l'3‘—-1§5—'?15! Ext

*Statg MR

*ZIIF Code |D2Z13E |

Ve 2

E1T7-456-755T

18k, U.5. Government Perzennel (zot PAUDDTC) Familiar
ith C .

HNams |

Talophoze # | Ext

Agumcy [ ]

with

*11. Description of Tramsaction

A This application represemts [ | ONLY a completsly new shipment ] ONLY renewal of previcusly issued license no.

B. This application has related licanss O
*C. This application ix related 1o a di
Extor Complizncs Disclosurs Mumbear:

filed with Dafumso Trade Controls

FlHe [J¥ss

Item{ +17 Quantity *13. Commodity

*14. USML Category

HHT and Magellan InfraBed

) Spectrograph (MMIRS) - an
1 Unit Type astopomical instrument built by
spectroscopy and imaging om two
large Magellan telescopes in Chile
Previously exported om T720002Z17€,
and eventually to be returned and
will be used om MMT Observatory in
Aricona.

Smithsonian to provide near-IR wide

HIT | c Commodity Code

*15. § Value

TUnit Prica Ling Fram Total

3,452, nou” 2,452,000

|16. Tosa1 Vatne

3,851,800
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DEP-73, Page 1 of 12

17. Mannfacturer of Commodity 18. Foreipn Intermediate Consignes
D Same as Block § [ Unknow= OMena
*Name |Teledyme Scientific and Imaging *Hame |Cerro-Tololo Interamerican

Observatory/Association of Universitiss
for Ressarch in Astronomy (CTIO/ATHA]

#4ddrgee 1045 Camino Dos Rios #AddrgqsAvenida de Fresident Riesco 53235 Oficina
507 Las Condes

*City Thou=and Oak= *City Santiago

*Ciate Ca +FTP Code |91360 *Country, CcI
*Commtry o3 ¥Role |Facilitate movement of the instroment

throogh Customs, arrange truck transport

m‘.‘ to the Las Campanas Obhservatory.
View |G
19. Somrce of Commodity N. Temporary Foreign Consignes
R Same as Block 3 Hl same a5 Block 17 (B Mena
*Namo *Nams |Observatories of the Carnegie Institution

of Washington

*Addresy *AddrgasLa= Campanas Ch=ervatory
Colina E1l Pinpo Cassilla 601

*City *City La Jerena

Snts ZIP Coda *Coustry CI

iy I [ ]2

.’Lﬂ.d [ ]

21. US. ConsigmorFreight Forwarder

1}, Temporary Foreign End-User

[ 5amse as Block 20
DSmﬂ as Block 5 *Nams
*Mamg |Dachser Transport of America
* Addrass|
*Addroie T80 Chel=ea Streets
*City
“City Ea=t Boston .
e ME +ZTP Code |02128
T

view |2
*13. Specific Furpose =24 Is the Article an Aircrafi or Vessel?
BA Boguest for Prior Approval (22 CFR § 126.8) Ovas Pl

The sntire instrument was exported and
mxpected to come back =ach pear. The
detector failed and so only the failed
detector will be returned at this time. A
new detector has been purchased and will
neesd to be shipped over. Eatire instrument
will be returned within license wvalidity
period. Will send detector to Carnegis
Institution of Washington for saxport out of
Los Angeles or will be hand carried by
Smithsonian astronomers and engineers.

Note: Blocks 25 - 29 are on another page and are only
displaved jf there is @ "Tes™ response fo Block 24.
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DSP-T3, Page 3 of 12

DSP-T3

* 30. AppBcant's statement

I.|H'=t-=.=|ch= R Finnerty |.

an smpowered official (XX CFR 120.27) or am official of 2 foreign government sntity in the U.5., herstry apply for a licenss to complets the tamsaction
described above; warramt the truth of all statemeats made berein: and acknowledge, endorstand and will comply with the provisions of 22 CFR 120
-130, and any conditioss and Bmsitations imposed.

I am anthorized by the applicant to cartify the following n compliance with 22 CFR 126.13:

(1) Meither the applicant, its chisf sxecutive officer, prevident, vice prosidents, other senior officars or officials (8.5, compirollar, treasmrer,
general counsel) nor amy membar of its board of directors is:

() the sabject of an indictment for or has besn coavicted of viclating amy of the U5, criminal statmtes emumerated in 22 CFR 120.27 since the
wffactive date of the Arms Export Control Act, Peblic Lawr 84-319, 20 Stat. 720 (Tema 30, 1976); or

(%) inaligible to contract with, or to mceive a licanse or other approval to import defense articles or defunss services from, or to receive an
warport Hcsmsa or other approval from any agency of the U5, Govammant;

{2) Tothebaest of the applicant’s knowledge, no party to the expert as dafined in 21 CFR 126.7 (o) has besxn convicted of wiclating any of the T.5.
criminal statutes anumerated in 22 CFR 120.27 since the effective date of the Ares Export Comtrol Act, Public Law 94-328, 90 Stat. 728
(Tema 30, 1978); or is inaligible to contract with, or to receive a license or other approwal to impaort defemse articles or defense sarvices from, or
o ecaive an export licease or other approval from any agency of the U.S. Governmant; and

*11 CER 116.13 Certification

o I am anthorized by the applicant to castify that the applicant and all the parties to the transaction can meet in full the conditions of
21X CFR 126.13 as livted abowe.

On. I am awthorized by the applicant to certify to 22 CFR 126.13. The applicant or one of the parties of the transacticn cannot mest coe or
mare of the conditions of 22 CFR 126,13 as listed above. A request for an axception to pelicy, as described in 22 CFR 127.11 of the
ITAR, iz attached.

0o* I am awthorized by the applicant to cartify to 22 CFR 126.13. The applicant or one of the parties of the transactica cannot mest coe or
maore of the condittons of 22 CFR 126.13 as listed above. Howevar that party has met the conditions impossd by the Directorate of
Dofense Trade Controls in order to resume standard subexissicn of applications, not requiring an sxception to policy as described in
21 CFR 127.11 of the ITAE

Oa I am mot anthorized by the applicant to cartify the conditions of 22 CFR 126.13. The applicant and all of the partiss to the transaction can
meat in full the comditions of 12 CFR 126.13 as Hsted abowe. Ploase seo the attached lotter from an official that iz authorized by the
applicant to cartify to the conditiems of 22 CFR 126,13,

[Js. Iamnotanthorized by the applicant to cartify the conditions of 22 CFR. 126.13. The applicant or ona of the parties of the tramsaction cammot
mest cne or more of the conditions of 22 CFR 126.13 as listed above. A request for an exception to pelicy, as described in 22 CFR 127.11
of the I[TAR, and a letter from an official that is authorized by the applicant o cartify to the conditioms of 22 CFE. 126.13 ame attached.

[J£ T am not mthorized by the applicant to certify to 22 CFR 126.13. The applicant or one of the parties of the tramsaction caznot mest one or
maore of the conditions of XX CFE 126.13 as listed above. Howewvar that party has met the conditions impessd by the Directorate of Defanse
Trade Controls in order to resums standard subesission of applications, not requiring an sxcepticon to policy as described in 22 CFE 127.11
of the ITAR. Pleass e the attached letter from an official that is awthorized by the applicant to cartify to the conditions of 22 CFR 126.13.

Sigmamre
| Matascha B Finnarty |

31. License to be sent to:

[Block is inactive on electronic form. ]
Mamo
Addross
Ciry
State ZIP Coda
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Released 4-27-2020

DSP-T3, Page 4 of 12

CONDITIONS OF ISSUANCE AND TEMPOEARY EXPORT PROCEDURES
. This Beonsa is isned endar the conditions oited in X2 CFE 120-134), inchding conditions and limitations as applicable to tho specific licanse anthorization

]

. Approval of this license shall not bs constmed as implying ULS. Govermment approval or commsitment to aatherize fatre sxports of any defmse articls on
the .5, Mumitions List (INSML) or amy U.5. Govermmant commitment with regand to any propossd mamifactering Hoenss, techmical susistance or
distribution agreement that many resalt from a liconse amtheriration.

[

. Tha ismance of a Bcanss for the tensporary sxport of hardwars doss not suthonizs the export of amy teckmical dats, unlsss snthorimed by an exsmption.

4. Tha issuance of this licssse doss not relsass the applicant, or awyons acting on it bebald, from complying with other requisements of .5, barand
reegalations.

3. This transaction may be subject to snd-uss moadtoring by the United States Govarmment.

6. Mo tramafior of title it asthorized to occur drring the pariced of temporery axport from the United Stes amd accass to the dofonsas article by foreign parsons
shall only b in accordance with and for the parposs ideatified on the licansa.

=

Licenses for the tsmporary sxport of an aivoraft or vessal: The applicant when naing this liceses agress that during ity sojoum abroad (1) the adncradft oessel
will remzin deenilitarived or kas ealy those capabilitios that are setgect of this Bcense, {2) the applicant will mainiain « valid TS, certification or regisiry,
{3) the aircraftvessel will not be used in military activites, and (¥) it will be operated caly by 2 Usited States licensed operator (sxoept daring

U.5. Government approved demonstrations). Ak, during its sojosm abroad, the comrander will not transport in the araaft'veswel 2oy defmse articles
{5 axox, ammmmitions or ingplemsants of war) & descritsd in the U5, Munitions List unless authorized in this Boanss or by a separate license or
sxamption snder appropriats 1S, Government regnlations.

8. Tha pricr written approval of the Depastment of State, Dimectoraty of Dufanss Trade Costrols, mmst be obtained bafors TEML articlos exported Fom the
United Startus using a licanse or othar approval, to inclndo an ITAR sxapsption, moy be revold, tramafarred, dhvarted, tsschipped, rushipped, re-sapported fo,
orused in any country, or by amy snd wser or for amy and nsa, cthor than that dosoribed on the Branso or othar approval.

5. Tho defonss articles amthorizod for temporary axport may be shipped onlky from a T8 Port whero a U5 Cestors and Bordar Protoction officer i
availabla. |t ooy not be shipped om amy vessel, airoaft or other means of comrayance that is owned or oparated by, or leased 10 or from, amy of the
proscribed cowntries or areas. The applicant retaing the original licesss. Prior to sach sxport or antry the applicant presents the original license to a TS,
Castoms and Bordsr Protection officer for verification and eodersment, heving declared the saport or enixy in accordance with the TTAR. and
U.5. Castoms and Border Protection procedemns eaing the Automated Export Syvium (AFS). When a Liconss is anthorized for the temporary seport of an
adrcraft and vessel, in addition to presenting the Goense for verification and endorsement, the exporisr omst carry the U5, Cestoms and Border Protection
smdoreed Licemss on board s svidamce of propar sxport uthorization. Asy articls temporarily sxported mmst bs returned o the U5, prios to sapiration of
the Branss. Otharwise the applicant mmst roquest 3 reaswnl liconso at kast §0 days prior to the sxpimtion date to moow the authorization. In any imstance
whan 3 reqeest for renswnl 15 mot granted the saporter omst imemediately return. the articles to the U.5.

DISFOSITION OF LICENSE
Tha fimal disposition of thiz license shall be in accordmes with 22 CFE 123.2Xc).

EMNDORSEMENT

Indicate below which COMMODITY & BEING EXPORTED and maintain a CONTINUDNG BALANCE of the remaining value:

SHIFREHT
VALLE

PORT OF
EXTT/EHTRY

SHIFSIENT
DATE

QUANTITY | COMMGTITY ‘ | XTHIATH ISITIALS

TOTAL AUTHORIZED VALUE: |

— I

NOTE Contimation of additional shipmaents mmst be ssthenticated by use of contirmation shests in the U5, Cestons handbook.
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Description of Tramsaction Continuation to Black 11 DEP-T3, Page § of 12

A This application represents only remewal of previomsly ssned license mo.

T3002217€

B. This Application has related License mofs)
NOTE: You mmst first select the appropriate check boxes mnder this section to add Ecense nofs)
was licemsad to the comntry in Block 4 of the first page undor Hoemso mo(s) E

|
was licansed to other countriss nndar licanse nods) ]
| || I || | | || || || || |
| || || | | || || | |

was retamed without actios under voided licenss mofs) -]

was denied to the country in Block 4 of the first page ender voided license(s) [
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Additional Commodities

Released 4-27-2020

DEP-73, Page 7 of 12

Additiona] Commedities Pyg= 8 1 of 1
Liem | *12. Quantity *13. Commeodity *14. USML Cat. Number
[ XII | = [Commodity Code
1) |Teledyme inaging sensor SIDECAR
ASIC Cryogenic Fit procured under
Unit Type JAD PO$13-PO-400-0000277T714 *15. § Value
[to support new unit described I .
below.) Se=s TO. Unit Prica Ling Iteen Tetal
-19..&-:|n|| 48,800

Ttem | <17 Quanfity *13. Commeodity *]4. USML Cat. Number
EII | [ Jeommadicy Code
1| Teledyne Hawaii ZRE infraced
3 detector procured under 3A0
it Typs contract $3H3I-12001 to replace the *15. § Valme
failed unit. 3e== POs for new unit Uit Pri Ling Tram Total
and previous unit.
250, |:u:|-:|| | 250,000

Unit Typs

TOTAL VALUE

;1 2485, 800
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Adilitionsd Conlacts Infirmation |

al

Additional Applicant Contact Information

Released 4-27-2020
DSP-T3, Page & of 12

tNquII::. Brian McLeod (technical guestions) | le |
*+Talaphons £|E'_".‘—=.§5—'7l2123 | Ext Talaphons £ | | Ext I:l
tNlmnl'.\'at-;_-lcha. Finnerty — export license guestions | le |
*Talophons £|E'_".‘—=.§E—'755".' | Ext Telophons £ | | Ext I:l
Hams | | Mame | |
Talophona # | | Ext Talophons £ | | Ext I:l
Mama | | Name | |
Talophans # | Ext Talophons £ | | Ext |:|
Mama | | Name | |
Telaphona # | | Ext :l Telaphons £ | | Ext I:l
Mama | | Name | |
Talophans # | Ext Talophons £ | | Ext I:l
Mama | | Name | |
Talophans # | | Ext [ || Tolaphone # | | Ext |—|
Hams | | Mame | |
Talophans # | Ext Talophons £ | | Ext I:l
Mama | | MNamo | |
Taluphona £ | | Ext | || Telaptons £ | | Ext |—|
Mame | | Nama | |
Talophona # | | Ext Talophons £ | | Ext :l
Mama | | MNamo | |
Talaphena £ | | Ext Talophons £ | | Ext I:l
Mame | | MName | |
Talophona # | | Ext Talophons £ | | Ext :l
Hams | | Hame | |
Talaphona £ | | Ext :l Telaphona # | | Ext I:l
Mame | | '}Tml |
Talophans # | Ext :l Telophona ¢ | | Ext I:l

ECO- 2.4 4/27/2020
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EXPORTS AND COLLABORATING WITH NON-U.S. PERSONS

Addeisina] Mesiifacterer Page # I oal 1

Additional Manufacturers of Commodities

Released 4-27-2020

DEP-T3, Page & of 12

*Name |3mithsonian Astrophysical Chservatory Hameg

*Address| 60 Garden Jtreet Address

*City Cambridge Caay

*Stata A *ZIP Coda (02128 State | ITP Code
N . —

Hams Nama

Addrass Address

City City

Statw ZIF Code State ZIF Code

S — I

Mams Hame

Address Address

City City

Stass TIP Cods Stats | TIP Cods
S — P —

Hams Name

Addrass Address

City =

ZIP Code

ZIP Code

IIP Code

State

IIP Code

ECO-24
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EXPORTS AND COLLABORATING WITH NON-U.S. PERSONS

Released 4-27-2020
Pages 9-10 were blank

Addiamal Fursye Inisrmadaic e . ; ) DsP-73, Page 11 of 12
Coasigenics Pagi 1 oar 1 Additional Foreign Intermediate Consignees

*Name |DEL HQ Chile [Hams

*Addeges| Pio Itata BE351 |Addrass

Parque Industrial Enea

*City Santiage City

*Comntry CL Comntry

#Fola |Receive freight in Chile, clear through la

customs and deliver to Observatory

*Name |Dachser Chile 3& (Hams
*Addrgss|Bv. Vitacura €390 of 8% A ddress
*City  |CPT630327 Vitacura City
*Country| CcI (Comnery

YRl Receiwe freight in Chile, clear through Role
customs and deliver to Obssrvatory

Mams (Hame
Address Address
Ciry City
Comntry Commtry
Eaolo Eole
Name Plams
Address Jiddress
Cay City
Comniry [Coumtry
Eaolo Rols
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DEP-73, Pags ¥ of 12

Addiona] Consi Puge @ I N ale . . T
e : Additional Consignors in United States
*Name (DB Schenker, Inc. and all T3 offices Hame
*Addrass (150 Albany Awenue Addreas
*City Fresport City
*Statn HY *ZIP Coda |11520 Stata ZIP Coda
*Nams |Federal Express Trade Hetworks, all U3 Mama
locations
#Address €075 Poplar RBwvenus Ste 300 Address | |
*City Memphis Ciey
*Stain TH *ZIF Code 28118 Statn ZIP Code
*Name |DHL HD arnd 211 U3 locations Mama
*Addrass (1200 Jouth Fine Island Road Addreas
Suite @00
*Gity  [Flamsasicn ciy | |
St “ZIP Coda 33322 Stat a@pcess [
Hamse Hams
Addruss Addreas |
cy | ciy | |
sae [ | 217 Coda Stata 217 Coda
Hamse Hams
Addrusz Addreas
Stam ZIP Coda Stata ZIP Coda
Hamse Hams
Address Address
saw [ ] ZIP Cod Stato meceds [

ECO- 2
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EXPORTS AND COLLABORATING WITH NON-U.S. PERSONS

Released 4-27-2020
ATTACHMENT 5

Non-Disclosure Agreement — Access to ITAR-Controlled Defense Articles by

Foreign National Employees in the United States

I, [name of foreign person], acknowledge and understand that any technical data related
to a defense article covered by the U.S. Munitions List to which | have access per authorization
by the U.S. Department, Directorate of Defense Trade Controls [state relevant export
license/authorization number] and disclosed to me in my employment by [name of U.S.
company] is subject to the export controls of the International Traffic in Arms Regulations (ITAR)
(Title 22, Code of Federal Regulations, Parts 120-130). | also acknowledge and understand
that should | inadvertently receive defense articles for which | have not been granted access
authorization by the U.S. Department of State, Directorate of Defense Trade Controls, | will
report such unauthorized receipt and acknowledge the transfer to be a violation of U.S.
Government requlations.

In furtherance of the above, | hereby certify that all defense articles, including related
technical data, to which | have access will not be used for any purpose other than that
authorized by the U.S. Department of State, Directorate of Defense Trade Controls and will not
be further exported, transferred, disclosed via any means (e.q., oral disclosure, visual access,
facsimile message, telephone) whether in its original form, modified, or incorporated in any
other form, to any other foreign person or any foreign country without the prior written approval
of the U.S. Department of State, Directorate of Defense Trade Controls.

Signature Date
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Released 4-27-2020
ATTACHMENT 6

Non-Disclosure Agreement — Letter of Assurance
for
Non-US “SAO-Affiliated Person”*
To Permit Access to EAR-Controlled
“Technology and Software Under Restriction” (TSR)
or for
Specific International Traffic in Arms Regulations Export License

I, [name of non-US person], acknowledge and understand that certain research or
technical data related to a controlled technology or software per the Commerce Control List of
the Export Administration Regulations (15 CFR Parts 730 — 774) to which | may have access
and or is disclosed to me in my affiliation with Smithsonian Astrophysical Observatory is subject
to export controls and is permitted by license exception TSR “Technology and Software
Under Restriction.”

The controlled research technology, data or software may not be disclosed to others
without permission by my advisor/supervisor. Such data or software will be marked “export
controlled — TSR.” These controls are related primarily to CCDs, adaptive optics,
deformable mirrors, high speed processors, rad hardened electronics, infrared
technology, instrumentation or encryption controlled by the U.S. Department Commerce,
Bureau of Industry and Security.

| also acknowledge and understand that should | inadvertently receive controlled data or
software for which | have not been granted access authorization by the U.S. Department
Commerce, Bureau of Industry and Security, | will report such unauthorized receipt and
acknowledge the transfer to be a violation of U.S. Government regulations. (Similar items and
technology as above that are “space qualified” may controlled as a ‘defense article” by the U.S.
Department of State, Directorate of Defense Trade Controls requires a specific export license
and to obtain such a license, | will be requested to provide information, such as a passport and
CV prior to any data release).

In furtherance of the above, | hereby certify that all controlled articles, including related
technical data, to which | have access will not be used for any purpose other than that
authorized by the provisions of the export license exception TSR (part 740.6 of the EAR) and
will not be further exported, transferred, disclosed via any means (e.g., oral disclosure, visual
access, facsimile message, telephone) whether in its original form, modified, or incorporated in
any other form, to any other non-U.S. person or any foreign country without the prior written
approval of the appropriate export license agency as indicated above.

Signature Date
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* SAO-Affiliated Persons are any of the following:

Contractors who perform work similar to Smithsonian employees, such as temporary help firms’
employees, volunteers, interns and fellows, visiting researchers, including scientists, scholars,

students, and research associates.

ECO- 2.4 4/27/2020 page 26

rev B



ECP #2.4 EXPORT LICENSE PROCEDURES FOR TANGIBLE
EXPORTS AND COLLABORATING WITH NON-U.S. PERSONS

Released 4-27-2020

SAMPLE ITAR LICENSE FOR NON-U.S. PERSON

SAMPLE ITAR FOREIGN NATIONAL LICENSE APPROVAL WITH PROVISOS

Page 10f 1
APPROVE WITH PROVISOS
License Number: Date Issued: Months Valid:
050461446 08232013 48

License Is hereby granted to the applicant for the commicdity gescribed In the attachad
applcation to be permanently exporied from the United States. This llicense may be
revoked, suspended, or amanded by the Secretany of State without prior notice whenever
memrj‘mmamnm

position on this i5ts of this 1 page declslon memo
ammeanamspageappluamu Both must be pragent for e LIS position to be vald.

The POC for this USE action Is Laurel Bloby, 202-663-2737, bibbylgstate gov.

NO OBJECTION, SUBJECT TO THE FOLLOWING PROVISCS/LIMITATIONS:

1. Data associated with LS. Govemment (USG) sysiems, opemnns. nmmmcapanumesnrpmgmmsmT
already In e pubiic domain MUST NOT be offered, discussed, or

2. Software soure code, software design, software development know-how, operating algorithms, and program mainisnance:
documentation MUST NOT be discussed, offered, or nebeased.

3. Designm alysis knovefiow 35 defined In 22 CFR 124.2(e){4)1HI) MUST NOT
be reieased.

4. The refease of analyses products MUST be imited to test resulls only.

5. The applicant MUST maintain a Borary of released data and associated documentation, subject fo USG Inspection and
audt.

€. This license expires Tour YEars from the data of S5Uanee or Upon expiration of the foreign parson's authorzad stay In he
U5, whichever |5 shorter. This license will remain valid I the foreign person’s work authonzation |5 renewed, or submitted for
renewsl, and there Is no lapse In authortzation. wmmmpeﬁm'semplqmmmllmmwasamsanpsem

‘authorization, a new D:SP-5 must be submiltted no iater than 60 days prior P ITAR
‘exemptions may not be wsad to transter data to or perform nr ign person afier expiration of
this license.

7. This lcanse Is Iimited o the specéfiad forsign persan for employment by the applcant. Pia3se refer to the DOTC web
natice, Licensing of Forelgn Persons Employed by a U.S. Person, for furifer guidance If the foreign person empioyee wil have
contact with parties, U.S. or forelgn, ofher than the applicant. The empioying compiany is responsibés for ensuring al
‘@sciosures and Interactions are within the scope and conditions of this authortzation.

E. A Non-Disciosurs Agreement (MDA per e Licensing of Forelgn Person Employed by 3 U.S. Person web notice must be
execuled prior fp the release of technical data andior provision of defense senices. A copy of the executed NDA and the
appilcant's Intemal controls procedures must be maintained by the applicant per 22 CFR 122.5(a).

DSP-05 050461446 Page 10f1

SAMPLE BIS LICENSE
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